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Chapter 1

Mail provider configuration

Some mail providers are either not fully compatible with Mercury/32 and other mail
clients. Some of them provide workarounds or settings to make them work with
these clients as well. This chapter contains settings/workaround information for pop-

ular providers.
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1.1

Mail provider configuration

Google Mail

Google has changed their security requirements for Google Mail to OAuth2.0 . How-
ever even some popular clients such as Mozilla Thunderbird currently do not support
it. Google Mail can be configured to lower the security to allow using those clients
again. The following steps describe what needs to be done:

R a =

| 6mail [+]

.(_- https://accounts.google.com < E' Google A ¥ & B @ - .
Google

One account. All of Google.

Sign in to continue to Gmail

I @ 5coglemail com

[C] Stay signed in Need help?

Create an account

One Google Account for everything Google

HMGEO 2> B

About Google  Privacy & Terms  Help E English (United States) .

Login to your Google account by opening https://accounts.google.com in your
browser. Enter your Google address and your password and click on the “sign in"
button.
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Once logged in to your Google account switch to your account settings in case you
did not land here directly (in this example Google Mail was opened by default):

s b o=
|MInhux I 9oog/emsil.com - G.. | + |

€ | & hitps://mail.google.com/mail/u/0/7pli=1Zinbox C | (B~ Google 2 4 & B =« - @A
Google EN & oo
Gmail ~ c More

@googlemail com
— Prvacy :
ﬂ Primary =2 Social Q/ Promotions
I Inbox Join Google+
Starred
Important i
Add account Sign out
Chats
Sent Mail Your Pnimary {ab is empty
Drafts Personal messages and messages that don't appear in other tabs will be shown here
All Mail
To add or remove tabs click inbox settings
Spam
Trash
Maore ~
. &
0GB (0%) of 15 GB used 2014 Google - Terms & Privacy
Manage Last account activity: & minutes ago
Details

To switch to the account settings click on your Google name in the upper right corner
and click on “account™ in the dropdown box that appears. The account settings will
be opened in a new tab/window.
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8 Mail provider configuration

In your account settings switch to the “security" page:

[T o=

| 14 mbox - [Jlll@socstemeit.com -.. | [ Personal Info - Account Settings x|+
8 https://www.google.com/settings/personalinfothl=en c E' Google A2 3 A& B = - .
Go gle # @0yl com -

Personal info Language Data tools Account history Help

Upgrade to Google+
8+ Google gets better with Google+ Personal information

Upgrade now  Learn more
Name —
Primary email I o ooglemail.com

Recovery email y email to help secure

e number to help secure

nt

Phone

Edit

1

Google  Terms & Privacy  Help i
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On the security page click “"settings™ that can be found in the “Account permis-
sions"™ box:

et

Google

Google

Terms & Privacy

€ | @ nttps://www.google.com/settings/security?hlzen

Personal info Security

Password
Password Change password

2-Step Verification Disabled Setup

Account permissions

View all

Disabled | Settings

Apps and websites

Access for less
secure apps

Secure your Account

Get better protection for your account. Update your security

settings.

Help

<[]
¢ | [B- Google A 4+ & BO- = - @A
i I ooglemsil com -
Language Data tools Account history Help

Recent activity

Review security-related events in your account.

View all events

Recovery & alerts

Recovery phone Add a phone number
Recovery email Add a recovery email g
Send phone alerts Never

Edit
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10 Mail provider configuration

On the “"Less secure apps" configuration page allow logins with older security mech-
anisms byswitching the setting to “Enable". You should recognize the word
“Updated." in a yellow box appearing as can be shown below.

[T o=

| 14 mbox - I @ goaglemail.com -.. | [ Less Secure Apps - Account Settings x| + |
€ @ https://www.google.com/settings/security/lesssecureappsthl=en & | (B - Google 2 3 & B- = - @A
GO 81€ EEE -@gung\email com ¥
Personal info Security Language Data tools Account history Help

Updated.

Less secure apps H

Some devices and apps use insecure sign-in technology to access your
data.

Choosing Disable prevents these less secure devices and apps from
accessing your Google Account.

Choosing Enable increases your chances of unauthorized account access
but allows you to continue using these less secure devices and apps. Leam
more

Access for less secure apps Disable

1

Google  Terms & Privacy  Help i

Then click the “"Done" button to save and leave the settings dialog.
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11

Back on the security page you should be able to see the “Access for less secure
apps" being set to “Enabled".

- = |2 |
| Db )] IR googiemil.co... | [E) Security - Account Settings x|+
e & hitps://www.google.com/settings/security?hl=en c E' Google P ¥ A B = ~ .
Google i IEagogeni con - | |
Personal info Security Language Data tools Account history Help
Passwaord Recent activity
Password Change password Review security-related events in your account.

2-Step Verification Disabled Setup .
View all events

Account permissions Recovery & alerts

Apps and websites View all Recovery phone Add a phone number

Access for less Enabled [Settings Recovery email Add a recovery email

secure apps
Send phone alerts Never
Edit

m

Secure your Account

Get better protection for your account. Update your security

settings.

Google Terms & Privacy  Help -

In addition to that Google has sent you a mail to your account notifying you of the
change in case it was not your intention to do so.

You can then log out from your account and use mail clients like Mozilla Thunderbird
or Mercury/32 with this Google Mail account.
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12 Mail provider configuration
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Chapter 2

Installation of Mercury/32

This chapter describes the installation of the Mercury Mail Transport System in order
to use it as an SMTP Relay Client.

The Mercury Mail Transport System is a standards-compliant mail server developed
by David Harris. As the installation of specific Mercury program modules (MercuryC
and MercuryS) is obligatory for the purpose of this document, the installation process
is described step-by-step. Additionaly, three initial configurations are set during the
installation process. In case you want to skip this chapter of the application note,
make sure that both modules are installed and set the appropiate configurations from
within the application.
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14 Installation of Mercury/32

2.1 Starting the installation process

The latest Win-32-application called Mercury/32, which is free to use for evaluation
purposes, is available for download from:
http://www.pmail.com/downloads_s3_t.htm.

After downloading the executable, double-clicking it starts the installation process.
As the executable contains a self-extracting archive, the first window to appear dur-
ing the installation process is the Self-Extractor dialog:

WinZip Self-Extractor - m32-472.exe

H""ﬁ b ercuny /32 Mall Tranzport System, w4, 72 _ """"""""""

Setup iz ready to run the Mercum/32 [nstallation Wizard
to ingtall the software properly on your spstem. Pleaze Cancel
click "Setup’ to procesd.

About

Click “Setup” to temporarily extract the installation files and proceed with the actual
installation process.
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2.2 The Mercury/32 installation wizard

Once the extraction of the installation files is completed, the Mercury/32 installation
wizard should start automatically. It will then ask for several configurations such as
installation paths and program modules. At first, the wizard should display the fol-
lowing window on your screen, asking whether an old version of Mercury/32 is
already installed on the system:

Mercury,/ 32 Setup |

ql‘-‘l!rcuwﬁz Setup

Welcome to the Mercury /32 Mail Transport Systen!
This setup program will do the Follawing things:

* Copy the Mercury 32 program Files ko wour hard disk or b0 wour
Mercury/32 File server if wou are installing on a network.,

* (_reate a basic Mercury)32 configuration For you,

* Zreate a Mercury 32 Start Menu Group for you,

‘ If wou have previously installed a version of Mercury32 that
woll would like to update ko the new version, click "Inskal
updake": wour existing daka files and settings will be preserved,
If updating, please ensure that Mercury is *not™ running before
conkinuing.

Click here for an overview and comprehensive
help on inskalling Mercury 32 ... Setup belp. .. |

hew installation

............................................................

Install update Exit without installing |

This document focuses on installing Mercury/32 without any previous version
installed, therefore you should click "New installation”.

However, in case you already have an older version of Mercury installed, you may
also click "Install update”. Note that configuration settings of the previous installa-
tion will be preserved and need to be adjusted accordingly.
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16 Installation of Mercury/32

The next window asks whether to install NetWare Support together with Mercury/32:

Mercury /32 Setup Eq |

NetWare or Standalone?

Mercury)32 has special support For Mosvell Met aredtm) Local Area
Mekwarks, which Setup can install for you.

# [IF wou intend to use Mercury)32 in the Movell MebWare
environment, select the button below that matches the type of
installation wou need. Moke that we DOT MOT recommend the
use of Bindery mode on MetWWare 4 and later servers, because
of weaknesses in the way Novell have implemented it

Mercury /32

# If wou do not have a MetWare file server, or if vou do but wou
do not wank ko enable Mercury)32's support For it, click on "Ma

’ metware Support” below,
L

FOTE: Mercury32 can only access hMetWare services if wou are
running genuine Movell workstation client software, Meroury
cannokt use the Microsoft 32-bit MetWare client,

MetWare Bindery Mode MetWare DS Mode i Mo MebWare Support

For the purpose of this document, NetWare Support is not required and should be
omitted by clicking "No NetWare Support”.
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Now the user gets prompted to enter the installation directory for Mercury/32:

Mercury, 32 Setup |

Where would you like to install it?

Setup needs to know where you would like to puk the Mercury) 32
program and suppark files,

- The Mercury 32 Files can be placed in any directory, and the
I\'IE‘I"::UT'}"#'-JE directory need not already exisk - Setup will create it as
required. If wour system supports long filenames, yau may
use one here iF wou wish,

Directary For Mercury3z Files:

CHMERCURY

: 0K, accept this directory Exit without installing

There is no restriction on where the Mercury/32 files should be installed. After enter-
ing a folder of your choice, click "0k, accept this directory” to proceed.
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18 Installation of Mercury/32

The next window asks whether to install Pegasus Mail together with Mercury/32:

Mercury ;32 Setup Eq |

Integration with Pegasus Mall

Mercury)32 can ack as a full Internet Mail transport for the Pegasus
Mail swskerm, When used this way, Mercury acks as a mail hosk Far all
wour Pegasus Mail users, sending and receiving mail on their behalf
without needing TCPJIP services on each warkskakian,

Mercury /32 If wou wiould like Mercury and Pegasus Mail ko co-operate, please
. enker the location of wour copy of WINPRM-32,.E<E. Setup will then
petform the necessary configuration ko allow the bwo syskems bo

inkerack,

You can also perform this skep later From within Mercury (32 iF you
wish - select 'Pegasus Mail' from the 'Configuration’ menu.

Lacation of WINPM-32.EXE

| CHPMALL

2k, accepk this direckory |

For the purpose of this document, Pegasus Mail is not required and should be omitted
by clicking "No Pegasus Mail integration”.

ANO00017 Using Mercury/32 as an SMTP Relay Client © 2014 SEGGER Microcontroller GmbH & Co. KG



19

Once more the user is asked to specify a directory, but this time the directory will be
used to store mails:

Mercury,/ 32 Setup |

Location for mailbox directories

Setup needs to know where Mercury should create mailbosx
directaries For wour users, IF wou have indicated that you are using
Pegasus Mail, the location used by Pegasus Mail is shown belaw,

Each mail user will have a directory created within the directory wou
Mercury/32 specify, where all of his ar her new mail and mail-related Files will be
stored, The directory you enter does not have to exist - setup will
create it if necessary.

If mo users currently exist, Setup will create one called "admin® For
wiold, and will sek this user ko be your postmaster,

Directory where mailboxes should be created

CHMERCURYMAIL

: 0K, accept this directory Exit without installing

Using a subfolder of the installation directory is advisable, but not mandatory. After
entering a folder of your choice, click "0K, accept this directory” to proceed.

ANO00017 Using Mercury/32 as an SMTP Relay Client © 2014 SEGGER SEGGER Microcontroller GmbH & Co. KG



20 Installation of Mercury/32

Now the user is asked which program modules should be installed:

Mercury /32 Setup |

Protocol modules

Mercury)32 communicates with the outside world via plug-in
components called Protocol Modules, Each prokocol module provides
a parkicular kind of service - For instance, receiving or sending mail,
Please select fram the set shown below the protocal modules wou
would like. IF wou are in doubk, it is usually safe bo install all protocol
modules, Click the "?" butkon For more information on each module,
Mercury/32

W Mercurys - SMTP Server Module
[ MercuryP - POP3 Server Module

[ MercuryD - POP3 Client Module

[ Mercury - Task Scheduling Module
[ MercuryF - Finger Server Module

[ MercuryH - PH Query Server Module
[ Mercuryw - Change password servet
[ MetcuryI - IMAP4rewl server

[ MercuryE - HTTP ('Web) server

SR

: 0K, continue installation

Help me to choose Ezit without installing |

Make sure “MercuryS - SMTP Server Module” is checked before proceeding by click-
ing "OK, continue installation”. You may want to install further modules, but for
the purpose of this application note, Mercurys is sufficient.
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In addition to an SMTP server module (Mercurys), an SMTP client module is required
and can be installed within the following dialog:

Mercury,/ 32 Setup |

Select an SMTP client module

Mercury communicates with the outside world using a protacal
module called an SMTP client, The program is shipped wikh ko
different SMTP clients, ¥ou may choose to use one or neither,

1: MercuryZ, This module is a relay mailer - i
contacks a single larger system and asks it to
zend mail on its behalf, This module is best
sUited ba inkermittent dialup conneckions,
since it resulks in the connection time being
kept ko a minimum. This is also usually the
module of choice For use behind Firewalls,

21 MercuryE. This module performs Full SMTP
’ delivery. It is Fast, and best-suited ko sibes wikh Install MercuryE
»

permanent or high-speed Internet connections,

Mercury/32

Click one of the buttons above ko select that SMTP client and
conkinue, ar click 'Tnskall no SMTP client' if wou do nok want ko seleck
one at this time.

Install mo SMTF clienk Ezcit withiouk inskalling

Click “Install MercurycC” to install the Mercury SMTP Client module.
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22 Installation of Mercury/32

The installation wizard now asks for initial configuration settings. In detail, it asks for
the computer’s internet domain name, the user name to use for the postmaster
(admin), and the address of the host via which mails should be sent:

Mercury; 32 Setup |

Basic configuration

Setup will create a basic working configuration file for Meroury Far
wol Wsing the information you provide in this dialog.

If wou leave any of these settings blank, you will need ta fill them
aut From within Mercury befare the pragram will run properly.,

I\rIEr::u]‘}-'.r'SE If a Mercury configuration File (MERCURY.IMD) already exists in the

installation directary, it will not be touched and anything wou enter
hiere will be ignared.

This maching's inkernet domain name

| InternetDomainiame Help...

IUsername for postmaster - must be local

| admin Help...

gddress of host via which ko send mail

I-smtp.gmail.cnm Help...
i OK, continue installation Exit withaut installing

After entering valid values, click "OK, continue installation” to proceed.
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The next window asks for the SMTP relaying mode:

Mercury, 32 Setup

Mercury/32

A

|

Select an SMTP relaying mode

wehen using the Mercurys SMTP Server, you can choose how you
want ko handle a practice called "Relaving”, where wour server
accepts and processes messages destined For another server,
Three levels of relaving control are available ba wou:

mormal relay controls: only senders with walid local
addresses may relay mail. This requires no upkeep
and prexents the vast majority of relay abuse,

Strict relay controls: prevents all abuse, buk Skrick
requires more maintenance, Only local senders on =

approved IP addresses may relay.

Mo relay conkrols: nob recommended, since it many N
get wou into trouble with pecple who are ane |

passionately opposed to unsolicited commetcial

iZlick. the butkon abowe that represents the relaying mode wou
want, IF in doubk, we recommend that you click Mormal',

Ezit without installing

23

Unless you need a more restrictive setting (or no restrictions at all), click "Normal” to

proceed.
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24 Installation of Mercury/32

Once more, the user is asked to specify a directory, this time for the message queue
of mails to be processed:

Mercury /32 Setup Eq |

Mail gueue location

The mail queue is where clients such as Pegasus Mail will place
messages to be processed by Mercury, Mercury itself also uses this
direckory For certain bypes of interim files.

ou should enter a directory path that is accessible bakh by

Mercury, and by every warkskation needing to use Meroury as a
mail kranspork - we skrongly recommend that wou enter the path
using the Windows UMC Format, IF wou use a DOS path, all your
waorkstations must be configured ko use the same drive [etker to

Mercury/32

Setup will create the queus direckory iF it does not already ewxisk,
You should *nob* use a long filename here,

Mail queue direckory

| C\MERCUR Y\ QLUELE

: 0K, continue installation Exit without installing

After entering a folder of your choice for storing mail queues, click "0k, continue
installation” to proceed.

ANO00017 Using Mercury/32 as an SMTP Relay Client © 2014 SEGGER Microcontroller GmbH & Co. KG



25

The installation wizard now has all the information it needs to execute the installation
process:

Mercury,/ 32 Setup |

Ready to install Mercury/32...

Sekup is now ready ko inskall Mercury'32 on wour swskemn using
the Following settings:

Mercury/32 * Do NOT install NetWare suppart

* Installing to: CHAMERCURY

W Create a Program Manager Group Far Mercury

Imskall Mercury 32 Ezcit withiouk inskalling

Check or uncheck the “create a Program Manager Group” box as you like and click
“Install Mercury/32"” to execute the actual installation.
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26 Installation of Mercury/32

By now, the actual installation is completed. However, in case you purchased a
license for Mercury/32, you may want to create a Windows service for it to run at
Windows start automatically:

Mercury; 32 Setup |

Mercury Service Definition

Windows Services start when the machinge boots without needing a
login ko the system, and continue ko run after logging auk, IF wou
hawve a walid license for your copy of Mercury, it can run as a
Windows Service.

Clicking the "Create service" butkan will run the Mercury 32 service
installer, instm32s.exe, to create a service definition far wour copy
af Mercury. You can create a service definition even if wou do naok

wet have a license, but Mercury will nok be able ko run as a service
until a license is present,

Mercury/32

IF wou would like bo purchase a Mercury)32 license now, click the
"Purchase license" button: setup will start your web browser and
take wou ko the Mercury licensing server, Licenses can be
purchased using credit cards, or on invoice. The licensing serwver
also has options allowing charikable organizations to apply For free
or subsidised licenses,

Help on service usage, ..

Zreakte service... Purchase license. ., Zonkinue

For the purpose of this document, no license is required. Just click “"Continue” to
proceed without creating a Windows service.
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Furthermore, the wizard now asks whether to install any Third-party Mercury Add-
ins:

Mercury ;32 Setup |

Third-party Mercury Add-ins

Mow Ehat Mercury is installed on your computer, wou can, iF wau
wish, install some Mercury add-ins. These useful products,
developed by Lukas Gebauer, are Full working official releases, and
can add considerable value and power to wour Mercury inskallation,
The three add-ins included in the Mercury distribution are:

Mercury/32 SpamHalter: Lukas's superb Bayesian anti-spam filker provides

=pam Filkering Faor all users supporked by Ehis copy of

Clamall:  Lukas's interface to the free Clam-a% anti-virus engine,
this plug-in provides anki-wirus scanning For your mail,

aresdall:  Lukas's grevlisting implementation dramatically reduces
’ spam sent by 'spam zombies',
- The butkons below launch the installer for each product: please

consider supporking Lukas by making a donation at his web site,

More info. ..

Install SpamHalter Insktall Clamtall Inskall Gresintall

Click “"pDone” if you do not want any of the add-Ins to be installed. They are not
required for the purpose of this document.
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28 Installation of Mercury/32

Eventually, the installation process is completed:

Mercury, 32 Setup Ed |

Installation complete.

Mercury 32 is now installed on vour system, & basic
configuration has been set up For wou, buk wou will probably
wank ar need ko tune it using the options on the
"Canfiguration” menu when wou run the program,

Mercury/32

Please make sure wou read the Mercury)32 anling help Far
information on this wersion of Mercury 32,

You can view the online help now iF wou wish by clicking Ehe
button labelled "Exit ko the online help"; otherwise, click the
"Exit" button tao leave the installer and return ko Windows,

Exit ko the online help

Click "Exit” to close the installation wizard.
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Chapter 3

Configuration of Mercury/32

Even though some configurations have been set during the installation process, both
the MercuryC and the MercuryS program modules require further configurations to
properly work.
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3.1 Getting started

Configuration of Mercury/32

Run the Mercury/32 application, which should be displayed on your screen similar to
the following screenshot (the windows have been arranged for a better overview):

Mercury /32 [_ (O] x|

File Edit Configuration wWindow Help

Il Mercury Core Process !El
 Statuz and processing information
Pall ricws | I_ Pauze

|dle, next poll: 10:10:43

I Mercury SMTP Client (relay version) [ =]
— Statuz and connection contol
Pall ricws | I_ Pauze

r Hueue status

Ready Pending Complete
Generaldincoming jobs: 0 0 0
(utgoing jobs: 0 0 0
b ercun Mail Transport System wd. 72, -

Copynight (o] 1993-2009, Dawvid Hariz, All Rights Rezerved
eb: hittp: Afwww prail.com, E-mail. support@pmail. gen.nz

Fri 26, 10:08:38: Mercuri TS Core imcessinﬁ thread runnini.

|dle: nest poll 10:171:12
Mercuryd 32 Tranzport System, SMTP Relay Client Module w4, ?ﬂ
Eaiiriiht ] 1993-2009, Dawid Harriz, Al Hiihts Rezerved,

I Mercury SMTP Server !E E

Cunrent connections and status
Fieady

[T Pause

=

[

Connection histany:

b ercun/32 Trangport Spstem, SMTP Server Module w4, 72 ;I
Copyright (] 1933-2003, D' avid Harriz, All Rights B eserved.

Thiz copy of Mercury iz licensed for non-commercial uze only. [ndividualz, families, non-profit and charitable organizations may use Mercury
without charge, but commernzial organizations [including academic institutions and government bodies] must purchaze a licensze o continue
uzing the program after B0 dayz evaluation. For mare information, please select 'Licensing' from the 'Help' menu abowve.

Choose 'Contents' from the 'Help' menu for azsistance.

101045
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3.2 Configuration of MercuryS

Click “configuration” on the menu bar and select "MercurysS SMTP Server”. In the
“General" tab of the now opened configurations window you can for example set
another port to use instead of the default SMTP port 25. Doing so might prevent find-
ing your server by search engines that check for vulnerable servers on the internet:

vercury SvTPserver ———————— GE]

Lieneral IEDnnectinn n:cnntrn:ull Spam n:u:untrn:ull Enmpliancel 550 I

— General

Announce myzell as: I

TCF/IP tirmeout; |3D zECOhds
ESMTP masimum size: ID byptes
Lizter on TCF/IP paort: IEE Alternate port; IEI

IP Interface to wze:; | [zee help)

Sender kil file: | Edit |

W Dizplay session progress and debugging information
[~ Accept BBITMIME data connections

[ Accept mai for invalid local addresses

[T Disable the SMTP %RFY" command

— Logging
General logging: IE:'MMEFIELIFW"-.LDQS"-.ME [Filename)

Seszzion logging: IE:HMEHEUH‘T’HSESSiDﬂS (Directony]
[~ Enable session logging

K Cancel Help
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Proceed to the “Connection control” tab:

Configuration of Mercury/32

Mercury SMTP Server |

General  Connection contral |5|:uam n::u:untrcnll Enmpliancel SSL I

— Connection contral

IP Addrezz

Allow

Refuze

&dd reztriction

Change =election | Bemove selectiunl

[

— Relaving contral

¥ Danct pemit ST relaving of nonlesal mail

¥ | Use stict local relaying restictions [see helg]

¥ Autherticated SMTE connections may relay mail

v Only Authenticated SMTP connections may relay mai

AUTH Pazaword file: {C:WERCURY M dath, bt

E dit |

k. | Cancel | Help

Check “only Authenticated SMTP connections may relay mail”. Enter the path to
an authentication file to use manually (will be created if it does not exist). Click
“"Edit" to open the file for entering allowed credentials for authentication.
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In the following you can enter credentials that shall be allowed to authenticate
(login) to your server.

Passwords for authenticated SMTP

User Password ﬂ

r o

Each line should contain a ugermame, a space, then the pazsword azzociated with that username.
Passwords are case-zenzitive. Meither uzername nor pagsword can exceed 48 characters.

Save Cut | Copy | Fazte | Carncel |

Combinations of username and password are entered with a space in between, one
combination per line, are not allowed to contain spaces and both username or pass-
word may not exceed a length of 48 characters.

Save the changes by clicking “save" and close the previous settings window by click-
ing “oK".
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3.3 Configuration of MercuryC

Click “configuration” on the menu bar and select "MercuryC SMTP cClient”. Your
screen should now look similar to this screenshot:

MercuryC SMTP Relay Client Configuration Ed |

— SMTF "Smart" Host details

]9
Smart hozst name: Ismtp.gmail.cnm
. — . Help
Connection port/type: |455 ISSL encryption using direct connechion j
Cancel
Announce myzelf 3z I

— Credentialz for Sk TP Authentication, if required

Login uzernarnme: Iname@dnmain.cnm Fazzward: | NN

W Do not use CRAM-MDE authentication even if the smart host advertizes it

[~ &uthenticate via prior POP3 connection using the login details abowe

Eonnect ta FOPSE hosk: I

Cannection portdype: I'I 10 IHu:urmaI [Fio S5L encryption] j

— General

General log file: II::'xMEFII:LlFi'f'\Ln:lgs'xMern::ur_l,IE'x”_l,l-”m-”d.In:l [~ Werbose
Drelivery Failure template: II::'xMEFIELI R'MercuntFaAlLLIRE MER

Seszion logging directany II::'xM ERCURY*5ezzionz \MercumC [~ Enable

TCPAP tireout: |3D zeconds
Fall the queus eveny: |3D seconds

¥ Use Extended SMTP features where available

Change the SMTP port if your server uses another port than 25. As the purpose of
this doscument is to use Mercury/32 for relaying SSL messages, in most cases this
would be the SSL standard port “465”. For the connection type choose “ssSL encryp-
ion using direct connection”.

Enter a valid login username and password for your mail provider (e.g.
name@domain.com, passwordl23).

Check "Do not use CRAM-MD5 authentication even if the smart host adver-
tises it".

Confirm these changes by clicking “ox”".
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3.4 Allowing remote client to send

Mercury/32 comes with a non RFC compliant filter rule that might prevent sending
mails from hosts other than the Mercury/32 server itself. This is a known problem
that has been reported here: http://www.mantisbt.org/bugs/view.php?id=9645

To change the filter rule to be RFC compliant and allow sending mails from other
hosts locate the file “transfltr.mer" in your Mercury/32 installation folder and open
it with an editor.

Locate the following rule that can be found nearly the end of the file as shown below:

H, "[EHeh] [EHeh]LO +[0-9]+.[0-9]+.[0-9]+.[0-9]*", R, "554 Invalid HELO format"

!5 transflt.mer - Notepad A=l

File Edit Format Wiew Help

# ——— Sample RUTES ———— e
# The rules below are examples you can use to get a feel for writinﬁ waur
# own. They are harmless, and will cause no problems if you leave them in
#* pW%ce, but it's probably better to remove them when you add your own

# rules.

H, "%182.156.225.44%", R, "554 Get out of here, you worthless scumbag.”

R, "%honeypot@®aphrodite. pmail.gen.nz¥", RS, "534 Fraudulent RCPT rejected.”

5, "®wiagra®*”, D, "'wiagra' encountered in subject line - connection dropped.”

5, Uwyicadin®", R, "554 '"vicodin' encountered in subject line - message refused.”
H, Lo +[0-9]+. [0-9]+. [0-9]+. E , R, 554 Irnvalid HELO Tormat

S, " /CWCONGRATULATIONS*wOM®", BS, "534 Possibly migerian 419 wariant - please change
2, "%for job¥", B3, "554 Possibly employment spam - please change and re-send.”

| | A P

Replace the line with the following rule:
H, "[EHeh] [EHeh]LO +[0-9]+.[0-9]1+.[0-9]1+.[0-9]+.*", X, ""

Save the file and restart Mercury/32 if necessary.
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